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023 Online Safety - including how mobile phones, cameras and other electronic devices with imaging and 

sharing capabilities are used 

 
1. STATEMENT OF INTENT  
It is our intention to provide an environment in which children, parents and staff are safe from images being 
recorded and used in an inappropriate way. In so doing, we aim to avoid the potential  

a) for unauthorised images to be taken in our pre-school setting 
b) for images taken in our pre-school setting to be used in a way which is not in accordance with this 

policy and with the stated privacy requirements made by the families of individual children through 
the registration forms 

c) for images taken in our pre-school setting or stored by the pre-school to be copied or removed 
without authorisation 

d) for staff and children to be distracted during a session by the inappropriate use of recording devices  
 
We recognise cybercrime is a growing safeguarding concern and child abuse in all its forms is increasingly 
occurring online. We recognise that we need to have procedures in place to ensure that data and equipment is 
protected against cyber threats and help keep staff and children safe. 
 
2. AIM 
Our aim is to have a clear policy on the acceptable use of all recording devices that is understood and adhered 
to by all parties concerned without exception.  
 
All staff are aware online abuse concerns will cover a range of safety issues including: 

• using social media platforms 

• fraud and scams 

• copycat websites, phishing emails 

• identity theft 

• cyberbullying, trolling and cyberstalking 

• online grooming, online radicalisation 

• offensive or illegal content including race hate 

• child at risk of exploitation including child sexual exploitation or child criminal exploitation 

• youth produced sexual imagery (sexting, nudes, semi-nudes) 
 
We will ensure: 

• all staff are aware of online safety issues and the four categories of risk – content, contact, conduct 
and commerce 

• all staff will have appropriate training which includes online safety covering clear expectations, 
applicable roles and responsibilities at induction 

• all staff understand the provision’s policy relating to online safety which will be part of induction and 
will be refreshed at team meetings and training 

• our online safety procedures will be available to parents through our website 

• we will give regard to the National Crime Agency's CEOP Education Programme which provides 

information on protecting children and young people from online child sexual exploitation. 

• we will give regard to Safeguarding children and protecting professionals in early years settings: online 

safety considerations - GOV.UK 

 

3. DEFINITIONS 
In this policy,  

- ‘image’ means any photograph, or audio or visual recording 
- ‘staff’ or ‘member of staff’ means any member of staff or volunteer with appropriate background 

clearance e.g. but not limited to DBS check 

https://www.thinkuknow.co.uk/
https://www.gov.uk/government/publications/safeguarding-children-and-protecting-professionals-in-early-years-settings-online-safety-considerations
https://www.gov.uk/government/publications/safeguarding-children-and-protecting-professionals-in-early-years-settings-online-safety-considerations
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- ‘device’ means any mobile phone, camera or other item of recording equipment. We will keep a log of 
the equipment which has access to the internet at the provision and how they are connected (i.e. 4G, 
5G or wi-fi etc) and ensure that access is secure (i.e. passwords in place and screens locked). We 
ensure that all mobile phones, cameras and other electronic devices are kept securely. 

- ‘pre-school session’ or ‘setting’ also means our Forest School/Woodland adventure sessions plus any 
event run exclusively by the pre-school whether at the Pavilion or in another location. The pre-school 
has no control over the use of devices by members of the public at public events in which the pre-
school is involved. 

- ‘bathroom’ means any area of the pre-school or other location which is used for toileting, including 
but not limited to the toilet area at Forest School and the nappy changing area. 

 
4. THE IMPORTANCE OF IMAGES 
Parents give permission for photographs to be taken when they complete their child’s registration form; they 
have the option to limit the use of the images to their child’s learning journey or to give wider permission for 
the images to be used in marketing materials or on our social media platforms.  
Images taken of a child or group of children participating in activities or celebrating their achievements is an 
effective form of recording their progression in the Early Years Foundation Stage. It is also a vital tool in 
enabling the pre-school to share children’s moments of delight or special activities with the families of the pre-
schoolers, their friends and the wider local community. However, it is essential that images are taken, stored 
and used appropriately to safeguard the children and staff within the pre-school environment. See GEP Data 
retention, storage and disposal procedure. 
 
5. THE PRE-SCHOOL’S DEVICES 
The following procedure applies to the pre-school’s own recording devices, namely the camera(s) and mobile 
phone(s): 

• The pre-school mobile phone(s) must be switched on and with a member of pre-school staff during all 
session times and group outings. 

• If the pre-school mobile phone is temporarily unavailable, the Supervisor may use their personal 
device. 

• The Supervisor is the only person allowed to take any pre-school device off the premises apart from 
during forest school sessions or pre-school outings, when this permission extends to any member of 
staff who has the authorisation of the Supervisor. 

• During group outings the pre-school mobile phone(s) will be available to staff members. 

• All staff are responsible for the location of our devices; they should be placed within the lockable 
cabinet when not in use and at the end of every session, except when being removed from the setting 
by the Supervisor. Mobile phone(s) should be kept within the lockable cabinet outside of pre-school 
sessions: this is to ensure that the mobile phone(s) can be used by pre-school staff in the event of the 
Supervisor’s absence. Under exceptional circumstances (for example a group outing the following 
day), the mobile phone(s) can be taken home by the Supervisor or trip leader.  

• If the Supervisor leaves the pre-school setting during the course of a session, they must leave the pre-
school mobile phone(s) with the person in charge during their absence. 

• Images taken and stored on the camera(s) must be downloaded as soon as possible, ideally once a 
week. These are downloaded to the pre-school laptop.  

• With the express permission of the Management team, staff and designated committee members are 
permitted to hold selected images taken in the pre-school setting on their personal devices in order to 
produce marketing documentation, provided these are password-protected.  

• With the express permission of the Management team, staff members and volunteers currently 
undertaking a qualification are permitted to download selected images to their personal device. The 
Supervisor will oversee the process and the images selected will have parental consent. 

• Images may be downloaded to the preschool laptop by any member of staff. 
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• If a member of staff leaves or a Committee Member resigns, they are required to remove all copies of 
images taken in the pre-school setting from their personal computers or devices. 
 

6. OTHER DEVICES 

Only the designated pre-school devices are to be used within the setting, during pre-school events or on 
outings, with the following exceptions: 

• All staff know they must not personally access technology or use personal mobile phones, cameras 

and other electronic devices with imaging and sharing capabilities. All staff know all personal mobile 

phones, cameras and other electronic devices with imagining and sharing capabilities must be kept 

safe and out of reach (i.e., not accessible in the provision whilst children are present) and collected 

once the provision has closed or when no children are present on site.  Children arriving at the setting 

with their own personal electronic device will be asked to hand over the device to their parents who 

will take the device home. 

• All staff know the use of online technology and mobile phones, cameras and other electronic devices 

with imaging and sharing capabilities by staff is restricted in-order to avoid distraction and disruption 

to the care of children and to minimise the opportunities for any individual (or group) to put children 

into potential risk of harm.  

• We have a clear expectation that the use of personal mobile phones, cameras and other electronic 

devices with imagining and sharing capabilities by staff is in line with setting policy unless there is an 

emergency and agreed by a manager of how this will be managed in-order to keep children safe.  

• Visitors are permitted to keep their mobile phone on their person when in pre-school. However, they 
are requested to keep it on silent; to store it out of sight and make or receive any calls outside if 
needed (for woodland sessions outside would mean the visitor had moved away from the group to 
ensure conversation could not be overheard).  

• Only parents or carers are permitted to make recordings or take images whilst at pre-school sessions 
or events. These images must be for personal use only, including a private social media account 
viewable only by family and friends. Parents publishing photos on a public account should check on 
the ICO website to ensure they are aware of their obligations under data protection law. 

• Users bringing personal devices into setting must ensure there is no inappropriate or illegal content on 
the device.  

• By special prior arrangement with the Supervisor, photographers are on occasion invited to do photo 
shoots or record images for special events or other specific reasons. They are supervised by an 
appropriate staff member at all times and the images are used in accordance with this policy and with 
the stated privacy requirements made by the families of individual children through the registration 
forms. 

• Any images must be deemed suitable by the Supervisor prior to publication without putting the 
child/children in any compromising positions that could cause embarrassment or distress.  

 

7. COVERT RECORDING 

Under no circumstances is any person allowed to record images covertly during a pre-school session or event. 

 

8. USE OF IMAGES 

We will ensure photographs will only be taken where required to help the staff to support a child’s learning 

and development or to share events. Photographs will only be taken of children with parental permission using 

the provider’s camera or tablet. 

 

We will ensure photographic files are stored safely and not be kept once the child leaves the provider’s care 

unless prior agreement is agreed with the parent. Personal mobile phones, cameras and other electronic 
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devices with imaging and sharing capabilities may be used by staff to take photographs for our social media 

account. These images must be deleted once shared with the Supervisor. 

 

When images are used for the following: 

Pre-school’s website/Social Media pages; 

newsletters or articles published in local press; 

marketing materials 

care will be taken that children’s names are not directly associated with their image. 

 

9. USE OF DEVICES IN BATHROOMS 

The following procedures apply to the use of recording devices in bathrooms at pre-school or at any event run 
solely by the pre-school which is not at the Pavilion. 

• Under no circumstances must devices of any kind be taken into the bathrooms. 

• If photographs need to be taken in a bathroom, i.e. photographs of the children washing their hands, 
then the Supervisor must be asked first and the person taking the image be supervised whilst carrying 
out this kind of activity. At all times the camera must be placed in a prominent place where it can be 
seen.  

 

10. REPORTING CONCERNS 

All staff know they must report any misuse or incident to the setting manager and the DSL immediately.  

Leaders and, or the DSL will follow the providers procedures, take appropriate action (including a referral to 

the LADO and, or Police) and advice from the LADO and, or Police. If the circumstances result in dismissal (or 

resignation prior to actions being taken) the details will be reported to the DBS.   

 

All staff are aware civil, legal, or disciplinary action can and will be taken against staff if they are found to have 

brought the organisation into disrepute.  

 
This policy should be read in conjunction with: 
 024 GEP Social Media Policy 
 031 GEP Information sharing policy 
 032 GEP Confidentiality and client access policy 

033 GEP Data retention, storage and disposal policy 
GEP Privacy notices 

 
This procedure was adopted at a meeting of Grindleford and Eyam Playgroup  

Held on:  

Date to be reviewed:  

Signed on behalf of the committee:  

Name of signatory: 

Role of signatory: 


